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Eleven years of cyberattacks on Chinese
supply chains in an era of cyber warfare,
a review and future research agenda

James Pérez-Morén

Abstract

Purpose — The contribution of this study aims to twofold: First, it provides an overview of the current state
of research on cyberattacks on Chinese supply chains (SCs). Second, it offers a look at the Chinese
Government's approach to fighting cyberattacks on Chinese SCs and its calls for global governance.
Design/methodology/approach — A comprehensive literature review was conducted on Clarivate
Analytics’ Web of Science, in Social Sciences Citation Index journals, Scopus and Google Scholar,
published between 2010-2021. A systematic review of practitioner literature was also conducted.
Findings — Chinese SCs have become a matter of national security, especially in the era of cyber
warfare. The risks to SC have been outlined. Cybersecurity regulations are increasing as China aims to
build a robust environment for cyberspace development. Using the Technology-organization-
environment (TOE) framework, the results show that the top five factors influencing the adoption process
in firms are as follows: relative advantage and technological readiness (Technology context); top
management support and firm size (Organization context) and government policy and regulations
(Environment context).

Research limitations/implications — This review focuses on cyberattacks on Chinese SCs and great
care was taken when selecting search terms. However, the author acknowledges that the choice of
databases/terms may have excluded a few articles on cyberattacks from this review.

Practical implications — This review provides managerial insights for SC practitioners into how
cyberattacks have the potential to disrupt the global SC network.

Originality/value — Past researchers proposed a taxonomic approach to evaluate progress with SC
integration into Industry 4.0; in contrast, this study is one of the first steps toward an enhanced
understanding of cyberattacks on Chinese SCs and their contribution to the global SC network using the
TOE framework.

Keywords China, Supply chain, Supply chain management, Cybersecurity, Cyberattacks,

Supply chain risks, TOE framework

Paper type Conceptual paper

1. Introduction

Increasing technological sophistication has led to a rise in cybercrime (Soumyo, 2004; Sabillon,
2016; Kennedy et al., 2019; Chandra and Snowe, 2020; Buil-Gil et al., 2021), which affects
global business every day (Zheng and Albert, 2019; Hassija et al., 2020). Thus, governments,
organizations and businesses of all sizes must prioritize protections against it to mitigate-related
risks (Bambauer, 2014; Brookson et al., 2016; Pandey et al., 2019; Simon and Omar, 2019;
Li and Xu, 2021), prevent their information and services (Harfouche and Robbin, 2015;
Minnaar, 2017; Rahman et al., 2020; Alzubaidi, 2021; Cascavilla et al., 2021) to enrich their
competitiveness level (Duong et al., 2020; Yassine and Singh, 2020).

Cybercrime (unlawful acts that target or use computers, computer networks or networked
devices) (Dashora, 2011; Choo et al., 2021) is more of a general term. Cyberattacks, a
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branch of cybercrime, are more specific and relate to specific attacks made on someone
using new technology, a malicious and deliberate attempt by an individual or organization
to breach the information system of another individual or organization. In total, 53% of
cyberattacks result in over US$500,000 in damages and other serious consequences
(Lindsay, 2015; Cisco Annual Cybersecurity Report, 2020). Cybersecurity is the
use of technology to protect information (Darko and Boris, 2017; Colajanni et al., 2018;
Li and Xu, 2021).

From a managerial perspective, senior global executives have understood the importance
of cybersecurity, the practice of defending computers, servers, mobile devices, electronic
systems, networks and data from malicious attacks (Darko and Boris, 2017; Massimino
et al., 2018; Jang-Jaccard and Nepal, 2021; Kaspersky, 2021) and 83% of them have
improved the security of computers, devices or systems; 78% have improved data
protection capabilities; 63% have assessed cyber risks/controls against cybersecurity
standards; and 62% have strengthened cybersecurity policies and procedures (Sarathy,
2006; Marsh Microsoft Global Cyber Risk Perception Survey, 2019; Parenty and Domet,
2019; Annarelli et al., 2020) in and at their companies.

Cybercrimes in China are 1/3 of total crimes nationwide, with a growth rate of 30% per year
(Jiang, 2020). In total, 80% of people and businesses in China have experienced
cybercrime (Mu and Yonggang, 2014) including the disclosure of personal information,
online fraud, stolen accounts or passwords and viruses (Kshetri, 2013; Cho and Chung,
2017; Zhang et al., 2018; China Internet Network Information Center, 2017). Internet users
have also suffered cybercrimes, e.g. in India 80%, the USA 61%, France 60%, New Zealand
59%, Australia 57%, UK 57%, Italy 53%, The Netherlands 51%,— Germany 47% and Japan
42% (Xuetong, 2006; Bellabona and Spigarelli, 2007; Hang, 2017; NortonLifeLock Cyber
Safety Insights Report, 2019). As Washington and Beijing trade tensions rise, 87% from
people in the USA considered cyberattacks from China as concern number two, others are
economic threats, environmental damage and human rights (Spring 2018 Global Attitudes
Survey, 2018).

Many multinational enterprises have made China their operational base (Singh and Gaur,
2020), which points out the importance of China’'s measures to tackle serious risks
regarding the security of its SC (Savitri and Dyah, 2019). This has led to China implementing
preventive measures against these tactics, including new technologies with interesting
functionalities to help firms secure their SCs (Sarathy, 2006; Cui et al, 2020). The
development of cybersecurity norms — namely, the “rules of the road” to guide the behavior
of nation-states in cyberspace (Deibert, 2011) — is emerging as a primary international
security challenge (Neutze and Nicholas, 2013; Visner, 2013; Zhao, 2016; Kokas, 2018).
China believes that the best way to overcome these challenges is to determine/cyberspace
standards according to its domestic conditions or, in other words, to prioritize solving
internal problems (Nathan, 2012; Kshetri, 2013; Li et al., 2019; Qian, 2019; Manantan, 2021)
and to stop gradually the rely on imported basic hardware and software (Mu and
Yonggang, 2014). Chinese Government has expedited key policies to strengthen its
technological ecosystem including the “Made in China 2025”, the “Internet Plus” plan, the
“Digital Silk Road” and the “Belt and Road Initiative” among others (Jiang, 2020).

This research aims to explore the cyberattacks on Chinese SCs using the Technology-
organization-environment (TOE) framework, focusing on the following research question
(RQ): What has been China’s approach to combat cyberattacks on its SC and its calls for
the global governance?

The contribution of this study is twofold and includes the following research objectives
(ROs) in relation to this RQ:

RO1. To provide an overview of the current state of research on cyberattacks on
Chinese SC.



RO2. To offer a look at the Chinese Government’s approach to fighting cyberattacks on
Chinese SCs and its calls for the global governance.

The structure of this paper is as follows: it begins with the literature review, then an overview
of the theoretical foundation and methodology used in this research, followed by a
discussion of the major findings. Finally, the author presents the main conclusions,
limitations and outline avenues for future research.

2. Literature review

Cyberattacks continue to attract great attention worldwide. In July 2021, a Google search
returned 19 million results for cyberattacks, 7.4 million for cyberattacks on supply chains
and 74 million results related to cybersecurity on SC (Kshetri, 2017). Following Fosso
Wamba et al. (2018), the author outlines an increased interest in the topic, reflected by
Google Trends that identify Singapore, the USA, Canada, United Arab Emirates and the
Philippines, as the top five countries with greater interest in this topic between 2010 and
2021.

Several researchers have focused on SC cyberattacks in recent years. Ariffin (2021)
focused on cyberattacks using internet access and Urquhart and McAuley (2018) on the
protection on industrial things from the internet. Levy (2021) covered how cyberattacks are
focusing on individuals or small organizations that are part of the SC of larger organizations.
Radanliev et al. (2020) identified a dynamic and self-adapting SC system supported by
Artificial Intelligence and Machine Learning (Al/ML) and real-time intelligence for predictive
cyber risk analytics. Etemadi et al. (2021) described using blockchain for robust cyber SC
risk management (CSCRM) (Gourisetti et al., 2019; Pournader et al., 2019; Alazab, 2020;
Dehghani et al., 2020; Ram and Zhang, 2020; Etemadi et al., 2021). Barata (2021) looked at
the ongoing fourth revolution of SCs (4SC) and cyber risks due to the evolution of
technology (Rodger and George, 2017; Kumar et al., 2018; Golmohammadi and Hassini,
2020; Ahmad et al., 2021).

Some of these reviews have been comprehensive (Macedo et al., 2019; Pandey et al.,
2019; Sengupta et al., 2020; Sepulveda et al., 2020) while others have focused on specific
aspects, such as the internet of things (loT) (Oravec, 2017) enabled cyberattacks in
industry, smart grid, transportation, medical services and smart homes (Stellios et al., 2018;
Kennedy et al.,, 2019; Gupta et al., 2020a), Block Chain integration in health supply chain
management (SCM) (Nanda and Nanda, 2021) or ethical and regulatory issues as related to
cyberattacks (Pesapane et al., 2018). These reviews have covered key issues and provided
key insights, but ours is one of the first studies to examine cyberattacks on Chinese SCs
and calls for global governance, an issue not well studied in the literature, our works aim to
reduce these gaps.

Following DePietro et al. (1990), Wallace et al. (2020) presented an extended TOE
framework specifically aimed at cybersecurity and included new dimensions, such as cyber
catalysts and practice standards. For instance, Hasan et al. (2021) adopted such a TOE
framework to study the factors influencing cybersecurity and its effects on the organization,
and Dahabiyeh (2021) used the TOE framework and content analysis to identify key factors
that affect organizations and their information security. Daniels and Jokonya (2020) adopted
the TOE framework to study the factors that impact digital transformation in the retail SC.
Cheung et al. (2021) studied the factors that improve cybersecurity in logistics and SCM.

3. Theoretical background: the technology-organization-environment-framework

Following DePietro et al. (1990), whose seminal work explains the process by which a firm
adopts and implements technological innovations and how this is influenced by the
technological, organizational and environmental context, this study uses the
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Technology-organization-environment framework (TOE framework) to study and frame our
literature review and it will provide a foundation for proposing future RQs. Technological
context describes all technologies relevant to firms, including in-use technologies and those
not currently in use at the firms (Zhu et al.,, 2002; Baker, 2011). Organizational context
relates to the firm’s features, such as size and managerial structure (Zhu et al., 2002; Baker,
2011). Environmental context refers to the structure of the industry (i.e. government, industry
competitors (Baker, 2011). See a summary of the TOE framework in Figure 1.

The TOE framework is selected for this study as it takes a holistic approach for
organizational-level research (Al Hadwera et al, 2021), instead of other frameworks’
individual approach as follows: Innovation diffusion model (Rogers, 2003); technology
acceptance model (TAM) (Venkatesh, 2008); Human-organization-technology model
(Yusof et al., 2008); and Technology task fit model (Goodhue and Thompson, 1995).

The TOE framework is related to cybersecurity adoption decision-making processes
(Wallace et al., 2020) and has corroborated its relevance in multiple studies, in addition to
having been tested in Asian, European and American contexts (Chau and Tam, 1997; Kuan
and Chau, 2001; Ramdani et al., 2009). In particular, the adoption of innovations in several
industries, such as manufacturing (Zhu et al, 2004; Mishra et al, 2007), health care
(Lee and Shim, 2007), retail, wholesale and financial services (Zhu et al., 2004,
Zhu and Kraemer, 2005), has been widely studied in the twenty-first century.

We will also follow Pandey et al. (2019) to cover SC risk, defined as “potential deviations
from the initial overall objective that, consequently, trigger the decrease of value-added
activities at different levels” (Juttner et al, 2003; Bandaly et al., 2013). Mitchell (1995)
proposed how damages occur because of risk, with P being the probability of damage, and
[, the significance of that damage to an organization as follows:

Risk = P (Loss)* | (Loss)
Thus, the sources and types of SC risk can be seen in Figure 2.

The author finds the following are the methods used by SC cyberattacks (Pandey et al.,
2019): Password sniffing/cracking software, Spoofing attacks, Denial of service attacks,
Direct attacks, Malicious tampering or Insider threats and Malware infections, Social
engineering, Brute-force attack, Exploiting configuration vulnerability, Physical attack or

Figure 1 " TOE framework

Technology
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Source: Author; (DePietro et al. (1990)




Figure2 Sources and types of SC risk
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Modification, Open-Source Intelligence, Counterfeiting (ENISA, 2021). Figure 3 contains the
multiple risk sources and their corresponding risk categories for global SCs.

3.1 Cyberattacks on supply chain

Natural disasters, movements, such as Black Lives Matter and EndSARS, and more
recently, the global COVID-19 pandemic, have had a severe impact on manufacturing,
logistics and global SC flows that require technology to rapidly overcome the operational
disruptions generated, including cyberattacks on SCs (mostly via data breaches,
ransomware and operational vulnerabilities), specifically on production sites, shipping and
logistics operators and entire industries.

Cyberattacks in SC are soaring amid COVID-19. In total, 40% of manufacturers reported
being affected by a cyber incident within the past year, with financial impacts ranging from
US$330,000 (loT cyber incidents) to US$7.5m (data breach). Major cyber risks identified
can be broken down as follows: 87% unauthorized access, 85% intellectual property theft
and 86% operational disruption.

In 2020 several cyberattacks were observed on multiple key global SC players, including
ransomware attacks on two of the world’s major shipping lines, MSC Mediterranean
Shipping Company S.A. and CMA CGM S.A., and the International Maritime Organization
(Everstream Analytics, 2021), SolarWinds Orion, Mimecast, Ledger, Kaseya in 2021, as well
as attacks on governments, COVID-19 vaccine researchers and the health-care SC. A list of
prominent SC attacks from January 2020 to early July 2021 can be found in Table 1.

Cyberattacks are expected to rise due to vulnerabilities in global SC networks, highlighting
the importance of this and all related research as operational perils continue growing for
global SCs. Cyberattacks on SC, a fundamental part of international trade, which threaten to
steal important information from suppliers, companies and consumers, are currently among
the most dangerous emerging obstacles to international trade (Lu et al., 2013; Peng, 2015;
Lindsay et al., 2015). The physical SC is the sum of those activities that promote the
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Figure 3 Cybersecurity risks in global SCs
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Table 1 Prominent attacks on global SC (2020-July 2021)

Supplier Supplier category Year
Mimecast Security software 2021
SITA Aviation 2021
Ledger Blockchain 2021
Verkada Physical security 2021
Apple Xcode Development software 2021
Codecov Enterprise software 2021
Kaseya IT management 2021
Microsoft HCP Software 2021
SolarWinds Cloud management 2020
Accellion Security software 2020
NetBeans Development software 2020

Source: Author, based on ENISA (2021)

circulation of commodities (Lu et al., 2013; Rongping and Yonggang, 2014; Savitri and
Dyah, 2019). The Information and Telecommunications (ICT) SC includes all the actors that
make up the network infrastructure (Boyson, 2014; Lu et al, 2013; Rongping and
Yonggang, 2014). If the ICT SC is destroyed, the physical SC will be too (Lu et al., 2013;
Von Solms and Van Niekerk, 2013; Karjalainen, 2019).

Hence, the SCM refers to the active management of SC activities which include everything
from product development, sourcing, production and logistics, as well as the information
systems needed to coordinate these activities to maximize customer value and achieve a
sustainable key competitive advantage (Monczka et al., 2015; Singh, 2019). According to
Mangan and Lalwani (2016), SCM is:

[...] designed to get the right product, in the right quantity, in the right place at the right
time, for the right customer at the right cost.

Cyberattacks pose a complex challenge for SCM (Austin, 2016; Gjesvik and Overbo, 2019;
Simon and Omar, 2019). Companies with strong brands are likely to be even more
concerned about the overall impact of a security breakdown on their brand value and
corporate reputation. Cybersecurity is now an essential and central part of the SC, and



factories, operations and customers must develop strategies and skills to cope with these
new security demands and improve organizational competitiveness (Sarathy, 2006;
Manning, 2019; Pandey et al., 2019; Duong et al., 2020; Ramirez-Pena et al., 2020; Mageto,
2021).

Out of the multiple cyberattacks on Chinese SC during the past years, here we present two
SC attacks in China identified, analyzed and validated based on ENISA (2021) as follows:

1. AISINO Credit Information Company supplies tax payment software to international
customers through its “Golden Tax” department, including the “Aisino Tax Software
Suite.” In June 2020, researchers disclosed that the “Aisino Tax Software Suite” was
compromised to include malware. It is not known how the software was compromised
and what the goal of the attack was. The attack was targeted at businesses in China as
this software is part of a national program in that country. The attack was not attributed
(ENISA, 2021, p. 37).

2. Microsoft Windows Hardware Compatibility Program. In June 2021, it was disclosed
that attackers abused the code signing processes Microsoft uses to validate third-party
drivers to sneak and distribute a rootkit malware. Through the valid signature, the
malware could be installed in users’ systems. The attack appeared to be targeting the
gaming sector in China129. The attack was not attributed (ENISA, 2021, p. 53).

4. Methodological approach to the literature review

Based on prior review articles (Paré et al., 2015; Shen et al., 2017; Gilal et al., 2018), the
criterion used to identify the articles for this study was their protocol development. First, the
author searched for and reviewed past literature reviews on the topic (Table 2). This review
allowed practitioners and researchers to understand research topics, trends and gaps to
cover in future research. The following is the protocol used to search for the articles
included in this work:

m  Clarivate Analytics’ Web of Science (WoS) and Scopus, the most well-known
bibliographic databases (Paul and Criado, 2020), together with Google Scholar were
used for searching peer-reviewed articles exclusively published on this topic between
2010 and July 2021 whose titles and abstracts included these keywords as follows:
“China,” “Supply chain,” “Cybersecurity,” “Cyberattacks,” “Cyber warfare” and “Supply
Chain Management” together with other synonyms. This search used Boolean
Operators (OR, AND) as these terms have been interchangeably used in SC research.

o« »

®  Only peer-reviewed articles were included to ensure article quality and inclusion of
empirical and theoretical articles.

®  Finally, out of all the articles identified, the author considered the ones published in the
Social Science Citation Index (SSCI), as this would guarantee high-quality and high-
impact research articles related to cyberattacks on SCs (Paul and Singh, 2017; Gupta
etal., 2020a).

®m  Qverall, the author identified and included 27 articles. These articles were published in
25 different academic journals. 2020 was the year with most publications (114) followed
by 2021 (109). The author used content analysis to analyze the findings (Paul et al.,
2017). These 27 articles did not examine or identify cyberattacks on SC in China.

The current state of the practice is key to providing a solid ground for understanding how
cyberattacks on SCs are being used in practice. Several sources were consulted to identify
the development of cyberattacks on SCs, including McAfee, Cisco Cybersecurity Report,
Marsh Microsoft, Norton Cyber Insights, China Internet Network Information Center, Check
Point Software Technologies Ltd, European Union Agency for Network and Information
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Table 2 WoS articles included in this review

Journal impact

Author Journal name factor (2020) Citation count
(Ghadge et al., 2020) Supply Chain Management-An International Journal 9.012 18
(Duong et al., 2020) Trends in Food Science & Technology 12.563 3
(Ramirez-Pena et al., 2020) Materials 3.62 8
(Mageto, 2021) Sustainability 3.25 0
(Manning, 2019) Trends in Food Science & Technology 12.563 10
(Manantan, 2021) Australian Journal of International Affairs 1.411 0
(Parenty and Domet, 2019) Harvard Business Review 6.87 0
(Kshetri, 2017) Telecommunications Policy 3.03 151
(Rodger and George, 2017) Journal of Cleaner Production 9.29 32
(Boyson, 2014) Technovation 6.60 31
(Urquhart and McAuley, 2018) Computer Law & Security Review 2.98 21
(Colajanni et al., 2018) International Transactions in Operational Research 4.19 14
(Hassija et al., 2021) IEEE Internet of Things Journal 9.47 9
(Simon and Omar, 2020) European Journal of Operational Research 5,33 9
(Gupta et al., 2020) International Journal of Information Management 14.09 8
(Kennedy et al., 2019) Journal of Crime & Justice 2.08 8
(Massimino et al., 2018) Production and Operations Management 4.96 8
(Gourisetti et al., 2020) IEEE Transactions on Engineering Management 6.14 7
(Oravec, 2017) Technology in Society 4.19 5
(Alazab et al., 2021) Cluster Computing —The Journal of Networks Software 1.80 4
Tools and Applications
(Liand Xu, 2021) International Journal of Production Research 8.56 4
(Annarelli et al., 2020) Computers & Industrial Engineering 5.43 3
(Dehghani et al., 2020) Journal of Business & Industrial Marketing 3.46 2
(Woszczynski et al., 2020) Government Information Quarterly 7.27 2
(Etemadi et al., 2021) Sustainability 3.25 1
(Cheung et al., 2021) Transportation Research Part E- Logistics and 6.87 1
Transportation Review
(Rosso et al., 2020) New Media & Society 8.06 1

Source: Author
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Security (ENISA) and Pricewagterhouse Coopers (PwC). Popular supply chain platforms,
such as information services group, supply chain (SC) Digital, CS Online, Inbound
Logistics, Port Swigger and material handling and logistics were visited frequently to obtain
the latest developments on the topic. This led to a list of promising initiatives for further
discussion. This information from practice helped with our literature analysis and in
identifying avenues for future research.

4.1 Inclusion decision based on title and keywords

Final articles were screened based on their title and keywords, and the author excluded
articles not related to cyberattacks on SCs. The author then went through the abstracts of
the excluded articles to ensure the inclusion of the most promising abstracts. In total, 253
articles for further screening were, thus identified.

4.2 Inclusion decision based on abstract

The author embarked upon an in-depth reading of the abstracts of these articles to filter
out irrelevant ones. Although the search terms could be found in the text of the
documents that were ultimately excluded, they did not focus on the topic directly. The
author then validated the exclusion of the articles with an expert on the topic, to reach a



consensus before moving onto the next step. In total, 89 articles, thus remained for
further screening.

4.3 Final selection

This stage involved an in-depth reading of the full text of all 89 articles to filter out irrelevant
articles and ensure the inclusion of those focused on the core research topic. Here, the
author used the following criteria to shortlist the articles:

®  The paper should discuss “Cyberattacks” or “SC” or “SCM” or “China” as its core
research topic.

B The RO of the paper should be related to “Cyberattacks” or “SC” or “SCM” or “China.”

The output of this stage resulted in the identification of 27 articles. Descriptive database
statistics: 27 Publications, cited 344 times and 324 without self-citation, 1 language, 25
journals, citing 321 articles and 313 without self-citations, average per item 10.75 and H-
index 8. Top 5 WoS categories are as follows: Management and Operations Research
Management Science with seven records each (21.21% of the total), Business and
Engineering Industrial with five records (15.15%) and Information Science Library Science
with four records (12.12%). Out of 14 countries, the USA is the most productive territory in
terms of publications with 13 publications (59.37), Australia, England and Italy with three
publications each (9.09%), Canada, India, China and Taiwan with two publications each
(6.06%).

Only two articles analyzed cybersecurity in SC in China. The first one “Cybersecurity
investments in a two-echelon supply chain with third-party risk propagation” (Li and Yu,
2021), proposed a game theory model to investigate cybersecurity investments with third-
party risk propagation in a two-echelon SC and recommended some management insights
to cybersecurity managers in SC. The second one is “Varieties of public-private co-
governance on cybersecurity within the digital trade: implications from Huawei's 5G”
(Huang et al., 2021), presented how governments act on the cybersecurity concerns from
Huawei's 5G which emphasized the importance of companies to participate in
cybersecurity governance constructions within the digital trade system.

Table 3 shows the evolution of the selected publications in 2010-2021. The number of
papers has increased through the years, from zero publications between 2010-2013 and 1
in 2014 to 13 in 2020, in 2021, 9 articles have been published.

This research reveals the most cited documents in Clarivate Analytics (Figure 4). The most
cited article Blockchain’s roles in strengthening cybersecurity and protecting privacy
(Kshetri, 2017), accounting for 151 citations, analyzed blockchain’s roles in tracking the
sources of insecurity in supply chains related to loT devices. It also shows that regulators
can make it obligatory for firms to deploy blockchain in SC, especially in national security
systems. The second most cited article, “Triple bottom line accounting for optimizing natural
gas sustainability: A statistical linear programming fuzzy Integrated linguistic operator

Table 3 Published papers by year (2010-2021)

Year Documents % of total 27
2020 10 31.25
2021 7 21.87
2019 3 9.37
2017 8 9.37
2018 8 9.37
2014 1 3.12

Source: Author
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Figure 4 Times cited and publications over time (2010-July 2021)
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weighted average optimized sustainment model approach to reducing supply chain global
cybersecurity vulnerability through information and communications technology” (Rodger
and George, 2017), used triple bottom line accounting and considered threats to
cybersecurity in the context of natural gas and global supply chain sustainability, and the
third most cited article, “Cyber supply chain risk management: Revolutionizing the strategic
control of critical IT systems” (Boyson, 2014), focused on help practitioners and information
technology (IT) executives to develop organizational assessment tools for CSCRM.

5. Discussion

Understanding cyberattacks on Chinese SCs is of utmost importance as businesses
and SC practitioners consider the adoption of decision-making processes for gaining
managerial insights into how cyberattacks have the potential to disrupt the global SC
networks and help retailers and other businesses to overcome the multiple challenges
on SC worsened by the global pandemic. One of the goals of this study is to assess
cyberattacks on Chinese SCs and calls for global governance by using the TOE
framework, which explains the process by which a firm adopts and implements
technological innovations and how this is influenced by the technological,
organizational and environmental context. The results show that the top five factors
influencing the adoption process are as follows: relative advantage (RA) and
technological readiness (Technology context); top management support and firm size
(Organization context) and government policy and regulations (Environment context),
all of which have differences in the manufacturing, health care, retail, wholesale and
financial sectors.

Technology Context. Relative Advantage: RA relates to the “degree to which an innovation
is perceived as being better than the idea it supersedes” (Gokalp et al., 2020). In this work,
RA refers to the positive influence on the performance of SCM in Chinese firms being
cyberattacked. This is in good agreement with Oliveira et al. (2014) and with Gokalp et al.
(2020). Firms showed benefits, such as an increase of productivity, and faster time
responses to suppliers and consumers. RA from the Adoption of decision-making
processes is more relevant for organizations in logistics, maritime (Mileski et al., 2018) and
manufacturing organizations (Huma et al, 2021; Khaw et al, 2021) than for those



organizations in the service industry. On a comparative note, Yeboah-Ofori et al. (2021),
highlighted the following sectors as cyber vulnerable: Energy, Communication, Transport,
Health-care and Manufacturing, and calls on cybersecurity to include the global delivery of
physical goods plus the delivery of software. Organizations also need to tackle individual
and driverless fleet delivery and full automation of the SC is also expected, which opens an
additional avenue of research as more investigation is required on these new threats.

Technological Readiness: Our results are in complete agreement with Oliveira et al. (2014),
Boyson (2014) and Ghadge et al. (2020). The stronger a company’s technological
infrastructure is and the more skilled workers it has, the more prepared will that organization
be to mitigate cyber risks and cyberattacks. In their analysis, Oliveira et al. (2014) show that
organizations with a robust technological infrastructure are better equipped and provide
faster responses to cyberattacks. Boyson (2014) notes that cybersecurity is both structural
and technical. Ghadge et al. (2020) reveals that skilled employees prevent and react better
to cyberattacks, as they are in the front line of cybersecurity.

Organization Context. Top Management Support. With upper management fully committed,
the planning and responses to cyberattacks on SC are better, faster and stronger. This
study indicates that top-management-team security investments to fight against
cyberattacks and managing cyber risks are of extreme importance, which is in good
agreement with earlier findings. For instance, Goel et al. (2020) developed a framework to
prioritize, resource, implement, standardize and monitor to help organizations to make
decisions for cybersecurity risk assessment. Oliveira et al. (2014) also highlights the
importance of financial and organizational support from top management to mitigate cyber
risks. Boyson (2014) also reveals that CSCRM is relevant for executives, and company
partners to strategically control cyber risks. Davis (2015) also reported how businesses can
react and adopt measures as protection from cyberattacks on SC. The impact of
cyberattacks on SC goes beyond the organization and may transfer to cities and countries,
as it happened in China, or even to the complete continent. From a managerial standpoint,
another important concept that emerges in this study is Cyber Third-Party Risk
Management, which sheds light on the fact that risks for the organizations can come from
inside the company and also from a third party, supplier or customer (Keskin et al., 2021).

Firm Size is significant for organizations when dealing with cyberattacks on SC. The bigger
the organization size is, the more resources are available to prevent and mitigate the risks it
faces. Thus, large organizations react faster that small and medium-sized enterprises,
which also has a positive influence in the firm’s productivity (Gupta et al, 2020b).
Organization size is also related to financial resources, which large organizations count on
to invest in new technologies against cyberattacks (Chana and Chong, 2013).

Environment Context. Government Policy and Regulations. As expected, our study reveals
the importance of the Chinese Government's use of new technologies to regulate the
Chinese cyber ecosystem and to protect cyber sovereignty. China has expedited important
cybersecurity policies during the past few years and invested multiple resources to protect
the nation and their society. This represents an important component in the trade and
technological war against the USA (Gokalp et al., 2020) and SC cybersecurity is a top
priority on the Chinese Government’s agenda. All organizations worldwide need to be
aware and clearly understand these laws and policies and their international scope and
geopolitical importance; all in all, they are the ones who benefit the most from data and
customer protection, prevention of cybercrime and cyber defense regulations (Jiang, 2020).

5.1 Implications of cyber-attacks on supply chain

SCM in today’s competitive world is increasingly challenging. The greater the uncertainties
related to supply and demand, the higher the exposure to SC risk (Christopher and Towill,
2002; Ball and Waters, 2013; McAfee Center for Strategic and International Studies, 2014;
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Boyson, 2014). China has also been a target, with over 80% of Chinese internet users falling
victim to cyber-attacks at one time or another. In 2011, China exported US$508bn in ICT
goods/services and had 1.1 billion internet users and 1.2 million 3 G mobile network users
(The State Council, 2013; Simon and Omar, 2019).

Annual economic losses run into the tens of billions of US$ (Cai, 2013). This is a huge
problem due to cyber-terrorist attacks that can disrupt a country’s water and electricity
supplies, telecommunications (severing its connections to the world) and national defenses
(Herzog, 2011; Wortzel, 2011; Litvinenko, 2019). Thus, one way in which cyber attackers
could disrupt a SC network is by targeting the power infrastructure (Jabbour and
Devendorf, 2017; Heath et al, 2020). These supply disruptions can have severe
consequences, including massive financial losses (Li and Chen, 2020).

The multifaceted nature and vulnerability of SCs can also increase “confusion” related risks
inside the SC (Zheng and Albert, 2019; Woszczynski et al., 2020). These chaotic impacts
result from over-response, superfluous intercessions, re-thinking, doubt and distorted data
throughout the SC (Childerhouse et al., 2003) This makes it hard to be receptive to clients,
respond to changes in financial situations and provide proper client support. Lead times
quoted to clients will generally be longer, as added security is required when sellers do not
trust in the SC (Christopher and Lee, 2004) Consequently, it is important that nations
implement measures to secure their economies, so organizations do not break down
completely (Woszczynski et al., 2020).

5.2 Chinese Government actions to mitigate cyberattacks on supply chain

President Xi stated in 2014 “Without cybersecurity, there is no national security.” China’s
cyber strategy appears to be focused on attaining cyber sovereignty, and this purpose
unifies the country’s cyber activities (Kolton, 2017). China’s cyberspace capabilities are
analyzed through a strategic lens, and it is argued that their development will ensure its
future rise to superpower status (Crosston, 2011; Hjortdal, 2017). Any cyber deterrence
system must, therefore, be capable of overcoming the attribution problem to be relevant to
the most important issue of all — state security (Crosston, 2011; Kallender and Hughes,
2016; Shackelford et al., 2018). China is not a member of the Budapest Convention or
Convention of Cybercrime, although, it is a member of the Shangai Cooperation
Organization (SCO) of 2012, a signee of the World Intellectual Property Organization
Copyright Treaty of 1985 and the UN Convention against Transnational Organized Crime of
2000 (Jiang, 2020).

Global governments may benefit if mirroring China’s strategies to mitigate cyberattacks on
SC is to properly design facilities for the new SC networks or fortify existing SC networks.
Risk diversification, by working with multiple suppliers, provides decision-makers with
greater flexibility for handling disruptions. Backup emergency equipment can help mitigate
the impact of disruptive events. Backup suppliers can be used to cover potentially unmet
demand or provide substitute products or production processes (Ni et al., 2018). Backup
resources can include generators, employees to perform repairs and square credit card
processing systems (Jabbour and Devendorf, 2017; Radanliev et al., 2020).

The Chinese Government continues to raise awareness on the importance of cybersecurity
in the country, aiming to protect serious economic infrastructure against cybercrime
(lkenson, 2017), and to safeguard from external cyber terrorism through the SCO
(Jiang, 2020).

But it is not only the Chinese Government, military, civilians and public organizations that
are developing cyber strategies. Private organizations are getting more involved in the
creation of private cybersecurity policies (Brenner and Lindsay, 2015). Nations around
the world should collaborate and develop international policies/norms. This could help
reduce the impact of cyberattacks on SC business sectors (Cheung et al., 2021).



The evolution of cybercrime in recent years has led to Al being added to the quest for
cybersecurity. This is a new technological tool that can help with “sustainable, rapid and
viable regional development.” The Chinese Government’s use of Al could help detect, track
and fight cybercrime and it will bring more value to governments and private organizations
by “focusing on more valuable security tasks” (Mosteanu, 2020). Al arises as one of the
latest global defense capabilities, a field of high importance for China which set the goal to
become the “world leading” science and technology power by 2049 (Gill, 2016; Segal,
2020) and is key when it comes to national defense, specifically for The USA, Russia and
China which have openly informed their developing military technologies (Sharikov, 2018),
China also uses Al for economic, political and strategic objectives (Johnson, 2019; Segal,
2020), however, Chinese companies’ expenditure in cybersecurity is still far from the US’s
(Chinese companies estimate to spend US$7.3bn, 9 times less than US companies)
(Nathan, 2015; Qi et al., 2018; Sharikov, 2018; Segal, 2020).

China seeks to increase its control of domestic internet activity and the information traversing
it and uses strict mandates to protect Chinese businesses from foreign competition [...] In
other words, Beijing is guaranteeing its self-declared right to cyber sovereignty, a concept
that is still contested within the international community (Chopra et al., 2007; Patterson, 2011;
lasiello, 2017; Yang and Xu, 2018; Yu, 2017). Another attractive solution China has found to
this issue is monitoring communications network platforms communication for malicious
activity to achieve improved cybersecurity (Hayden et al., 2004; Nathan, 2012).

Cyberattacks on China also include cyber espionage, cyberattacks for political and military
gain, cyber assaults and cyberattacks on SC, increasing its concern for the cyber-SC
(Jabbour and Poisson, 2016). The Standing Committee of the National People’s Congress
has also expedited cybersecurity laws and regulations (Cyberattacks on SC in China —
Laws and Regulations).

Cyberattacks on SC in China — Laws and Regulations as follow:

®  Regulations for the Security and Protection of Computer Information Systems,
Administrative Measures for Internet Information Services.

®  Administrative Measures for the Prevention and Treatment of Computer Viruses.
®  Administrative Measures for the Hierarchical Information Security Protection.

® | awon Guarding State Secrets.

®  The Cybersecurity Law.

®  Cybersecurity Review Measures.

®  Security Review Measures for Network Products and Services.

®  National Emergency Response Plan for Cybersecurity Incidents.

®  Provisions for the Protection of Children’s Personal Information Online.

®  |nformation Security Technology-Baseline for Classified Cybersecurity Protection.

®  |nformation Security Technology-Evaluation Requirements for Classified Cybersecurity
Protection.

®  |nformation Security Technology-Technical Requirements for Classified Cybersecurity
Protection Security Design.

®  The National Program for Key Basic Research and Development (R&D). Includes
research on information security.

®  The Outline of National Medium- and Long-Term Plan for Science and Technology
Development (2006-2020). Includes three out of 16 cyber-related megaprojects.
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B The National Program for Key Basic R&D. Includes research on information security.

®  The National Program for High-Tech R&D, which prioritizes network and information
security.

®  The National Security Law.

®m  Counterterrorism Law.

®  Multi-level Protection System.
Source: Author.

In 2020, China also expedited Measures for Cybersecurity Review, which requires critical
operators to pass a cybersecurity (which takes between 45-105 days), for security and SC
reliability purposes, and to ascertain if their products, services and sectors (see examples
below) pose an unacceptable risk to China’s security: Products and Services: “core network
equipment, high-performance computers and servers, large-capacity storage devices,
large-scale databases and application software, cybersecurity equipment, cloud
computing services,” and others affecting Critical Information Infrastructure-CIl security
(Article 20). Sectors: “important network and information system operators in sectors and
areas including telecommunications, radio and television, energy, finance, road and water
transport, railroads, civil aviation, post, water management, emergency management,
hygiene and healthcare, social security, national defence science, technology and industry,
etc.”

As areply, the USA imposed stronger restrictions on US products selling to China. Business
and practitioners dealing with China must assess all these measures to prevent supply
disruptions to Chinese customers. Decisions from both governments continue increasing
the level of uncertainty among suppliers when interacting with Chinese customers. The
Chinese Government has also dealt with multiple anticompetitive interventions from the
USA, such as the Cyberspace Solarium Commission, which seeks to reduce dependency
on Chinese suppliers, specifically the tech SC, and calls for international allies to counter
China’s tech influence worldwide, especially in the wireless 5 G market.

The new agencies, the Cyberspace Administration of China, as well as the Central
Commission for Cybersecurity and Information, established by President Xi Jinping, show
how relevant and sensitive this field is for China. However, this should not be a
governmental issue only, it also needs to involve industry groups, trade associations,
manufacturers, service providers and consumers, that approach will increase the level of
trust of SC (Feng, 2019; Kshetri and Voas, 2019).

All these China SC cyber measures and the Cybersecurity Review Office incorporate
China’s legitimate worry about foreign interference, which are appropriate in the
cyberwarfare era and can still improve by expediting supporting official regulations to
achieve clarification on cyber review protocols. Nonetheless, non-official documents have
regulated this (e.g. Notice Concerning Critical Information Infrastructure Security Protection
Work-Related Issues — X T c$E18 B A MILMERZ R LI X EINFIE@AY ). These SC
cyber measures pose two risk factors: “the security, openness, transparency, and diversity
of sources of products and services” and “the risk of supply disruptions due to political,
diplomatic, and trade factors”.

Uncertainty for suppliers is, also, of extreme interest from a managerial perspective due to
the implications in the SC. Practitioners need to be completely aware that all goods and
services to enter the Chinese market are under scrutiny mandatorily and businesses ought
to clearly understand that additional risks of intellectual property and trade secrets may be
revealed during the reviews while the Chinese Government must continue ensuring that
such measures are conducted fast and under transparent guidelines to prevent the supply



of goods and services from being interrupted, and specially, to persist with its basic
national policy of welcoming all foreign products.

The challenge also raises for Chinese suppliers themselves, particularly for those who use
foreign components to operate, as they also have to go through the cybersecurity review
and may also consider using and favoring local providers to expedite the review process. In
fact, China has developed an ecosystem with world-class firms, such as Huawei, ZTE,
Alibaba, Tencent, Baidu and TikTok (Jiang, 2020).

6. Conclusions

Technology and the internet are both very advanced, and the implementation of new
national security policies becomes increasingly important and necessary (Manantan, 2021).
Governments, large companies, and consumers store information on these technological
platforms. This has given rise to a new method of sabotage known as a cyberattack, which
seeks to harm the economy of a country by leaking confidential information and as studied
in this article, altering the infrastructure of SCs, thus creating obstacles to international
trade.

In this study, all the above was looked at from the perspective of China, cyber-ambitious
and cyber-vulnerable (Jiang, 2020). This country is widely seen as the next great world
power, and, as such, it is a constant victim of cyberattacks that seek to destabilize its
economy and achieve supremacy in international trade. Therefore, China is a pioneering
country in that it seeks to raise awareness of the importance and transcendence of
cybersecurity (Nathan, 2012; Peng, 2015; Lim and Taeihagh, 2018) and SC cybersecurity is
a top priority on the Chinese Government’s agenda. Chinese cyber ecosystem is robust and
unique in its kind able to compete against the USA (Jiang, 2020).

From a managerial standpoint, findings can help practitioners understand the risks and
challenges presented by cyberattacks on global SC networks, specifically in China. This
article pinpoints areas where cyberattacks disrupt SCs and aims to provide guidance to
managers in formulating initiatives to minimize risks, thus mitigating the effects of
cyberattacks on SCs.

SCs play a key role in international trade and cyberattacks on both physical and ICT SCs
threaten sensitive information belonging to SC participants, including suppliers, companies
and consumers (Svenungsen, 2019; Vakulchuk et al., 2020). Multiple strategies have been
implemented to reduce security demands (e.g. security of computers, devices or systems;
data protection capabilities; cyber risk controls using cybersecurity standards or
cybersecurity policies and procedures). Al appears as a potent tool to fight in a faster,
better way against cyberattacks.

The globalization of the cyber SC makes this a global matter requiring multilateral
collaboration (Bousfield, 2017; Ayson, 2020; Fracalossi de Moraes, 2020), in our current
geopolitical environment. In this regard, China works closely with a wide variety of countries
including Australia, the UK, France, with Brazil, Russia, India, China and South Africa
countries drafted the resolution “Strengthening International Cooperation to Combat
Cybercrime” (Mu and Yonggang, 2014) among others. This is a new era that differs from
previous ones like the Cold War or the Nuclear age in that now there are no rules, policies,
or norms, making cybersecurity threats even more dangerous. No organization,
government or individual is immune to cyberattacks, and this is especially true for SCs
where the threat is evolving daily. At this point, all SC players have understood its
magnitude and severity, so coordinated work between all actors is key for fighting against
cyberattacks and being attuned to the latest threats (Check Point Software Technologies,
2019) to safeguard organizations and national security, especially during the ongoing
technology-trade war between The USA and China.
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6.1 Additional recommendations to prevent cyberattacks on supply chain are listed
as follows

®m  QOrganizations need to assess the cybersecurity maturity of their suppliers as recent
cyberattacks on SC come through third parties.

B Suppliers must ensure that all their products and services comply with globally
accepted cybersecurity practices.

B Qrganizations must permanently monitor all cybersecurity vulnerabilities, both internal
and external, by using a Vulnerability Scoring System to analyze cyber risks becomes a
valuable management tool to mitigate cyber risks.

®m At the industry level, we found some key initiatives that are worth replicating and are
useful for all actors of SC: SC Levels for Software Artifacts, launched by Google in 2001
focused on software SC attacks, and The MITRE D3FEND project, a framework
used by organizations to prevent specific attacks and raise security levels in firms
(ENISA, 2021).

®m  QOrganizations must protect the users’ privacy as part of their social responsibility and
when possible, increase their investment in R&D to mitigate cyber risks on SC.

7. Limitations and avenues for future research

This study applied SSCI criteria due to the quality of the journals included thereunder.
Future studies could expand data collection to other types of databases to include the latest
findings in the field, as well as include Chinese Judicial opinions and administrative
regulations. Future research could also compare how other countries are managing
cyberattacks on their SCs to add external validity to the study. Our study only focused on
adoption decisions (main construct). To obtain a holistic comprehension of cyberattacks on
SC, adoption of core process technology and adoption of technology by the group should
both be examined. China is an industrialized/unique country. Consequently, one future
research direction is to compare cyberattacks on SC in industrialized countries with non-
industrialized ones; another possible direction is to design a longitudinal study studying
single focal companies. The TOE framework offers valuable insights for practitioners and
academics and future work could combine the TOE framework with other theories, such as
individual factors in adoption (Premkumar, 2003); the TAM (Davis, 1989); diffusion of
innovations (Rogers, 1995) or real options (Black and Scholes, 1973). Other promising
topics to study are Cyberdiplomacy and Cyber sovereignty, these would highlight
challenges and lessons for the government from both developing and developed countries.
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